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Confidential VMs are emerging in cloud computing
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Software-as-a-service (SaaS) in CVM
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Software-as-a-service (SaaS) in CVM
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Problem: client data leakage in CVM-SaaS
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Clients’ view: the CVM software stack is untrusted.
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?

Buggy large codebase. Curious to collect data.or



Potential data leakage vectors in CVM-SaaS
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Potential data leakage vectors in CVM-SaaS

8

Guest OS

Clients

CVM

😰

Cloud provider
Host
😈

Data

A service  
provider

😈

2

1

1. The service provider.

2. The cloud provider.

Data might be leaked to:



Potential data leakage vectors in CVM-SaaS
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How to protect client data privacy in CVM-SaaS?
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Guest OS
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CVM

Clients
😊Confined sandbox 

container environment.

Data: only accessible  
in sandbox.

EREBOR overview: intra-CVM data sandboxing 

Privileged monitor

√ Tiny, trustworthy 
computing base.



Guest OS

Sandbox Sandbox
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😊
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Research question 1: In-CVM privileged monitor

In-CVM privileged monitor

How to design it?



Prior solution: hardware-enabled CVM separation
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CVM separation hardware  
features (TD Partitioning).
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Prior solution: hardware-enabled CVM separation
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Problem of deployment: 
Need hypervisor change to  
help intra-CVM isolation.

Ext
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We choose to design a monitor by intra-kernel isolation
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We choose to design a monitor by intra-kernel isolation
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At the kernel (supervisor) 
hardware privileged level

Cloud provider
Host

Drop-in deployment
No cloud infrastructure 

changes required.
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CVM

Guest OS Monitor

Key requirements for intra-kernel monitor

OS has to be deprivileged.
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CVM

Guest OS Monitor

Cannot manipulate the isolation

Key-enabling features:

page table trapping, 
protection key supervisor (PKS).

supervisor mode execute prevention (SMEP), 
control-flow enforcement technology (CET).
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a) Privileged instruction trapping.

OS has to be deprivileged.

b) OS memory isolation. c) Deterministic privilege transition.

Secure call gates

Key requirements for intra-kernel monitor



CVM

Guest OS Monitor

a) Trap OS’ privileged instructions

Privileged  
#instr.
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CR, MSR,  
#VE handling (tdcall), …



CVM

Guest OS Monitor

a) Trap OS’ privileged instructions
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Privileged  
#instr.

Trapped by kernel instrumentation

Privileged  
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CVM attestation
CVM OS image

Kernel Monitor



MMU interface (page table)
Kernel Monitor

gVA

gPA

CVM

Guest OS Monitor

a) Trap OS’ privileged instructions
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Privileged  
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Kernel cannot execute privileged 
instructions 

(Kernel memory W^X; SMEP)
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b) Isolate OS-level memory
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Guest OS Monitor

b) Isolate OS-level memory
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PKS: restrict OS permissions 
in a per-CPU core manner.

key1
MMU (page table) updates: 

trapped by the Monitor
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c) Deterministic privilege transition
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Call gate: the only explicit 
interface to request privileged 

instructions

key1
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Guest OS Monitor

c) Deterministic privilege transition
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Privileged  
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Privileged  
#instr.

CPU mode: Kernel
No access permission to 
Monitor memory (key1)

key1



CVM

Guest OS Monitor

c) Deterministic privilege transition
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Privileged  
#instr.

Privileged  
#instr.

Entry
Grant permission to key1; 

enter Monitor functions

key1

entry 
gate

CET: the gate is exclusive entry

endbr64



CVM

Guest OS Monitor

c) Deterministic privilege transition
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CVM

Guest OS Security  
monitor

c) Deterministic privilege transition
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Guest OS

Sandbox Sandbox
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Privileged monitor

Research question 2: isolation for sandbox

Intra-CVM isolation

How to confine sandbox execution?
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Sandbox and outside interactions have to be confined.

a. Memory channel 
isolation.

Key requirements to confine execution for sandbox

c. Software exit channel 
isolation.

Key-enabling features:

page table trapping, 
supervisor mode access prevention (SMAP). context switch interposition.

b. Runtime OS  
service support.

LibOS



a) Isolate memory channels of sandbox
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a) Isolate memory channels of sandbox
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a) Isolate memory channels of sandbox

Kernel
gVA
gPA

Userspace
Sandbox-1 Sandbox-2

33

Sandbox
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Guest OS

Sandbox

Kernel-user: 
SMAP

User-user: 
page table



b) Emulate runtime system services in LibOS

Sandbox

Library-OS 
(LibOS)
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Required OS services are sandbox self-contained.



b) Emulate runtime system services in LibOS

CVM kernel

Declare resource from OS  
(during sandbox loading).
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Sandbox

Library-OS 
(LibOS)

Required OS services are sandbox self-contained.

Services

Filesystm

Memory 
management

Task  
sync
Data  

communication



c) Restrict sandbox exit channel

LibOS

Avoid exiting to the outside to disclose data.

Kernel

Sandbox exit interface is  
intercepted by Monitor
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Outside components
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c) Restrict sandbox exit channel

Software-controllable events.

Monitor Kernel
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Avoid exiting to the outside to disclose data.

Shield 
contexts

Deny 
exit

External events/interrupts.

LibOS

Sandbox

(e.g., syscalls, VM exits by #VE)

(e.g., timer scheduling).



Port a service program to a sandbox container
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Client(s)

service program

process_data(&res, &data);

input_req_data(&data);

output_res(&res);

CVM



Port a service program to a sandbox container
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Client(s)

service program

process_data(&payload);

+ fd = open(“/dev/EreborIO”);
+ payload = struct{.data, .res};
+ ioctl(fd, INPUT, &payload);

input_req_data(&data);-

output_res(&res);-

sandbox
CVM

Privileged monitor

Proxy

LibOS



Port a service program to a sandbox container
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Client(s)

service program

process_data(&payload);

+ fd = open(“/dev/EreborIO”);
+ payload = struct{.data, .res};
+ ioctl(fd, INPUT, &payload);

input_req_data(&data);-

output_res(&res);-

sandbox
CVM

Privileged monitor

Proxy

+ ioctl(fd, OUTPUT, &payload);

LibOS



Example sandbox service scenarios
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Client(s)

CVM sandbox

Image/video 
processing.

(CPU-powered) 
LLM inference.

Input private data
(Prompt)  

Translate doc to CHN: 
I can eat glass, 

it does not hurt me.

(Image/ 
Video)

Service result

我能吞下玻璃， 
而不伤身体。



Sandbox application overhead
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(DB retrieval)
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Unicorn 
(Log analysis)

Initalization overhead

11.5% - 52.7% initialization overhead.
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Cause: privileged instruction traps 
(primarily MMU updates)  

during memory initialization.

This is a one-time effort 
that can be optimized by warm-start.
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~8.1% Geomean sandbox runtime execution overhead.
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Sandbox application overhead

Low runtime cost: 
resource pre-declaration & LibOS-emulation.
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Data transfer size
1K 4K 16K 64K 256K 1M 4M

OpenSSH Nginx

On average 8.2% (OpenSSH) and 5.1% (Nginx) throughput downgrading 
(under intensive workloads).

CVM normal program overhead
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Confidential VM: No client data privacy guarantee in third-party-owned SaaS platforms.
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Sandbox Sandbox

Clients
😊

😊
Erebor: CVM 

Resource efficiencyDrop-in deployment

Resource efficiencySmall TCB

Takeaways

Code at



46

Questions?



CVM

Guest OS Security 
monitor

Protection Key Supervisor (PKS) Control-flow Enforcement Technology (CET)

Per-core, kernel page-level  
memory permission (RW) control

Key Frame
0 PFN_0
1 PFN_1

…
15 PFN_i

Each page table entry 
has a key (0 - 15)

vCPU-1
15 … 1 0
-/- R/- R/W

Key
Perm

IA32_PKRS
vCPU-0

15 … 1 0
-/- R/- R/W

Key
Perm

IA32_PKRS

CPU’s model-specific register controls 
its permission to each key’s memory

Per-core, both forward and backword 
control flow enforcement

Indirect jump/calls are 
enforced to target endbr64

Returns are enforced by per-
core hardware shadow stack 

Forward Backward

MOV 
…

ADD 
…

SUB 
…

ADD 
…

SUB 
… RET

Execution flow

MOV 
…

call/jmp 
%rax

endbr
64

Backup: hardware primitives
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